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Abstract
Static verification assures program correctness but requires
heavy user annotation. Gradual verification alleviates this
burden by allowing users to write partial, imprecise speci-
fications that are checked statically where possible and dy-
namically when necessary. The first gradual verifier, Gradual
C0, reasons about shared heap memory through a permis-
sion logic. This paper describes an extension to Gradual C0
supporting fractional permissions in its permission logic.

1 Introduction
Static verification provides strong guarantees of program
correctness. Unfortunately, it requires users to write numer-
ous, highly detailed specifications, rendering it difficult to
use in practice.

In response, Bader et al. [2] proposed gradual verification,
which supports the incremental specification and verifica-
tion of simplistic programs. Gradual verification supports
partial, imprecise specifications signified with the ? operator
that can be fully unknown (?) or joined with a static part
(? && a > 5). During verification, these specifications may
be augmented with unknown information that is needed for
static verification to succeed and does not contradict what
is known statically. Dynamic checks for this information are
added to the program to ensure soundness. Further work
on gradual verification has extended it to work on recursive
heap data structures [5, 11].
In particular, DiVincenzo et al. [5] designed and imple-

mented the first and currently only working gradual verifier,
Gradual C0. Gradual C0 is built on top of the Viper [6] ver-
ification infrastructure, which uses symbolic execution for
reasoning. Viper and Gradual C0 support reasoning about
heap locations through the implicit dynamic frames (IDF)
logic [10], a variant of separation logic [9]. IDF uses acces-
sibility predicates (e.g. acc(x->f)) to denote permission to
access object x’s field f. A heap location, such as x->f cannot
be accessed in code or in specifications without correspond-
ing permission, otherwise the verifier will produce an error.
Consequently, accessibility predicates can be used to specify
the shape of the heap. Another important aspect of IDF is
the separating conjunction (&& in Viper) [8], which is used
to assert that two heap locations are disjoint. When its two
arguments are not accessibility predicates, then it behaves as
the normal logical conjunction. With accessibility predicates,
an assertion acc(x->f) && acc(y->f) means that x->f and
y->f are different heap locations, or disjoint.

Currently, Gradual C0 only supports accessibility predi-
cates that give full write permission to a heap location (e.g.
acc(x->f, 1/1)). Therefore, Gradual C0 lacks the ability to
verify more fine-grained access, such as read and write be-
havior to a heap location. This is especially limiting when
verifying concurrent programs, where multiple threads may
read the same location. Fortunately, fractional permissions
[4, 6] provide a mechanism by which read-only behavior
may also be specified and verified. Fractional permissions
(e.g. acc(x->f, 1/2)) have an associated fraction between
zero and one. A heap location can be read if the fraction is
non-zero, and writing to it is allowed if the fraction is one.
Then, fractions may have arithmetic operations performed
on them to express the division or combination of access
rights. For instance, the separating conjunction now per-
forms addition of permissions. Specifying acc(x->f, 1/2)

&& acc(x->f, 1/2) gives x->f permission 1, and so the abil-
ity to write to it. In addition, two heap locations are now
disjoint if the sum of their permissions is greater than 1. This
paper presents the design of an extension of Gradual C0 that
supports fractional permissions, which is inspired by Viper’s
implementation of fractional permissions.

2 Approach

Figure 1. Gradual C0 Verification Pipeline

Gradual C0 verifies programs written in C0 [1], a subset
of C designed for educational use. Its pipeline is shown in
Figure 1 along with a small example for context. First, it
translates C0 programs into its intermediate representation,
the Gradual Viper language, which is an extension of the
Viper intermediate language that supports ? in specifica-
tions. Then the Gradual Viper backend statically verifies the
program using symbolic execution, producing the necessary
run-time checks. Gradual C0 embeds these checks within the
C0 program for dynamic verification. In the example, the C0
function add is first translated into a Gradual Viper method.
Although the precondition of add is not strong enough to
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prove the postcondition x + y > 0, ? can optimistically justify
it, and so a run-time check assert(x + y > 0) is inserted
into the original C0 program before the return statement.
Gradual Viper’s symbolic executor tracks program infor-

mation using a symbolic state composed of a variable store,
a set of path conditions maintaining constraints down an
execution path, and a heap. To support gradual verification,
the state also has a boolean denoting whether the state is im-
precise, a set of run-time checks collected, and an optimistic
heap. The optimistic heap contains permissions that are valid
due to optimism in the program. The heap maintains the
invariant that the permission to a location can never exceed
one, but the optimistic heap does not.
We use Figure 2 to demonstrate how Gradual C0 should

work with fractional permissions, focusing on interesting
technical challenges and solutions we implemented. The
function addBalance adds the two bank account balances,
assigns the resulting sum to the first balance, and returns it.

1 int addBalance(Account *a, Account* b)

2 //@ requires ? && acc(a->balance , 1/2);

3 /*@ ensures acc(a->balance , 1/2) &&

4 \result == a->balance; @*/

5 {

6 int firstBal = a->balance;

7 int secondBal = b->balance;

8 a->balance = firstBal + secondBal;

9 return a->balance;

10 }

Figure 2. Gradual Verification Example

Since the precondition explicitly gives permission to read
a->balance with acc(a->balance, 1/2), the assignment to
firstBal on line 6 succeeds. Next, the assignment to secondBal
on line 7 would fail statically since there doesn’t exist per-
mission to read b->balance. However, since the precondition
is imprecise and having permission to read b->balance does
not contradict known static information, an assertion that
b->balance’s permission is positive is added to the set of
run-time checks and verification continues. Additionally, the
symbolic state is now imprecise due to the imprecise precon-
dition, and so optimistic verification is now permitted.

Permission to access b->balance is also added to the opti-
mistic heap so that future run-time checks may be avoided
in the program. However, we cannot add it with any con-
crete permission, since that would break the dynamic gradual
guarantee [2], which states that if a program takes a step at
run-time, then a less precise program will also take the same
step. Informally, this means that replacing specifications with
? should never result in an earlier run-time failure.

To illustrate why, consider adding b->balance to the opti-
mistic heap with some arbitrary positive permission, such

as 1/2. To preserve soundness, the run-time check for per-
mission to b->balance would need to be for 1/2 permission
rather than just some positive permission. As a result, this
check would fail at run-time if b->balance’s permission is a
fraction less than 1/2, such as 1/4. But now consider a more
precise version of the method that specified acc(b->balance,

1/4) instead of ? in the precondition. Reading b->balance’s
would succeed statically. In addition, such a program would
be able to read b->balance at run-time even if it only had
permission 1/4 dynamically. In this case, the more precise
version would execute further at run-time than the original
version, breaking the dynamic gradual guarantee. This is not
a problem without fractional permissions since heap loca-
tions would only either have full write permission or none,
and so it would not be possible for a run-time check for a
heap location to fail when it has some permission.

To address this issue, we adopt an idea similar to counting
permissions [3]. We add b->balance to the optimistic heap
with permission 𝜀, which represents a non-zero permission
less than one. Crucially, if a heap location has 𝜀 permission to
it, then it possesses less permission than any positive permis-
sion. In this way, we avoid breaking the gradual guarantee.

Next, the method assigns to a->balance the sum of the two
balances on line 8. Writing to a heap location checks that it
has the requisite permission, removes it from the heap, and
then adds it again with its new value. Although a->balance’s
permission is only 1/2, writing to it is justified by the impre-
cise state and because a->balance having write permission
does not contradict known information. Unfortunately, do-
ing this also requires removing all heap locations that are
not statically proven disjoint from a->balance, which means
removing b->balance. This is because b and a may alias, so
removal of both is necessary since they both could have
been written to. A run-time check for acc(a->balance, 1/1)

is generated, and a->balance is added to the heap with per-
mission one and its new value. Finally, the method returns
a->balance on line 9, and the postcondition verifies success-
fully since a->balance’s permission is greater than or equal
to 1/2, and the return value is equal to a->balance.
Although fractional permissions are most useful for con-

current programs, this example also demonstrates a minor
benefit for sequential programs — easing specification of
aliasing. Since addBalance only reads from the balances of
a and b one could replace ? with acc(b->balance, 1/2)) in
the precondition to statically verify the program. In that
case, since the sum total of permissions to both balances is
less than 1, a and b could alias. But without fractional per-
missions, specifying aliasing would require a precondition
similar to a == b ? acc(a->balance) : (acc(a->balance)

&& acc(b->balance)), as the separating conjunction would
require that its two arguments be disjoint. In addition, frac-
tional permissions also benefit symbolic execution perfor-
mance by avoiding the branching present in this latter speci-
fication.
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3 Implementation
We have implemented fractional permissions in Gradual
Viper, extending its syntax, type-checking, and symbolic ex-
ecution algorithm to reflect the behavior of the example in
the previous section. The symbolic execution algorithm is
based on four main functions: eval, produce, consume, and
exec. They respectively evaluate expressions, add permis-
sions and constraints to the state, check constraints and
remove permissions from the state, and execute statements.
An SMT solver is used to discharge proof obligations.

First, we provide some preliminary definitions. A sym-
bolic state 𝜎 is a 6-tuple (isImprecise, ℎ?, ℎ, 𝛾, 𝜋, R). As
described in the previous section, it consists of a boolean
flag isImprecise, an optimistic heap ℎ?, a heap ℎ, a variable
environment 𝛾 , a set of path conditions 𝜋 , and a set of run-
time checks R. The symbolic heaps are multi-sets of heap
chunks. In particular, a field chunk 𝑖𝑑(𝑟 ; 𝛿, 𝑝) represents
the expression 𝑟 .𝑖𝑑 ; a field name 𝑖𝑑 and a receiver 𝑟 map-
ping to symbolic value 𝛿 with permission 𝑝 . The function
check(𝜋, 𝑡) queries the SMT solver to see if the given path
condition 𝜋 implies the constraint 𝑡 .
Figure 3 is an example of one modified Gradual Viper

function: evaluation of field access for 𝑒.𝑓 .We choose to show
eval due to its importance. It corresponds to reading a field of
a struct pointer e->f in C0 (or b->balance from Figure 2). In
addition, eval is also used extensively by the other 3 symbolic
execution functions. The eval function takes in as argument
a symbolic state 𝜎 and an expression to be evaluated. It will
output a new symbolic state as well as a symbolic value
that is the result of the evaluation. The eval rule also has a
third parameter𝑄 since all symbolic execution functions are
defined in continuation-passing style. 𝑄 is a continuation
which represents the remaining symbolic execution. The
motivation for this is to simplify the branching and joining
of execution paths during symbolic execution.
First, eval evaluates the receiver 𝑒 to a symbolic value 𝑡 ,

generating a new symbolic state 𝜎2 in the process. Then, it
checks if there exists a field chunk in 𝜎2’s heap with receiver
equal to 𝑡 and permission greater than 0. If so, it will “return”
the symbolic value 𝛿 of the chunk stored in the heap by
passing it to the continuation 𝑄 along with 𝜎2. If there is no
such chunk in the heap, it will then perform the same check,
but now in the optimistic heap of 𝜎2.
If there exists no such field chunk in either of the heaps,

then eval checks if 𝜎2 is imprecise. If it not imprecise, then
the symbolic execution will fail. But if it is imprecise, then
this means that it may be possible for the field access to be
optimistically justified by some imprecise specification. In
this case, it first checks that evaluating the field access does
not contradict any known information. To do this, it suffices
to check the receiver 𝑡 must not be null. If so, a run-time
check is created for acc(𝑒𝑡 .𝑓 , 𝜀), which can be interpreted as
checking if 𝑒.𝑓 has some positive permission. The function

eval(𝜎1, 𝑒 .𝑓 , 𝑄) =

eval(𝜎1, 𝑒, (𝜆 𝜎2, 𝑡 .

if (∃ 𝑓 (𝑟 ; 𝛿, 𝑝) ∈ 𝜎2 .ℎ .

check(𝜎2 .𝜋, 𝑟 = 𝑡 ∧ 0 < 𝑝)) then

𝑄 (𝜎2, 𝛿)
else if (∃ 𝑓 (𝑟 ; 𝛿, 𝑝) ∈ 𝜎2 .ℎ? .

check(𝜎2 .𝜋, 𝑟 = 𝑡 ∧ 0 < 𝑝)) then

𝑄 (𝜎2, 𝛿)
else if (𝜎2 .isImprecise) then

𝑟𝑒𝑠, _ := assert(𝜎2 .isImprecise, 𝜎2 .𝜋, 𝑡 ≠ null)

𝑒𝑡 := translate(𝜎2, 𝑡)
R′ := addcheck(𝜎2 .R, 𝑒 .𝑓 , acc(𝑒𝑡 .𝑓 , 𝜀))
𝛿 := fresh

𝜋 ′ := pc-add(𝜎2 .𝜋, {𝑡 ≠ null})
(𝑟𝑒𝑠 ∧
𝑄 (𝜎2{ℎ? := 𝜎2 .ℎ? ∪ 𝑓 (𝑡 ; 𝛿, 𝜀), 𝜋 := 𝜋 ′, R := R′}, 𝛿))

else failure())

Figure 3. Gradual Viper’s Symbolic Evaluation of Field Ac-
cess Extended to Support Fractional Permissions

will then pass to 𝑄 a new symbolic state where with this
new run-time check, as well as 𝑒.𝑓 added to the optimistic
heap mapped to a fresh symbolic value 𝛿 .
We also plan to implement fractional permissions in the

Gradual C0 frontend (e.g. C0 programs and their translation
to Gradual Viper) after we prove the soundness of the cur-
rent design. We believe that modifying the frontend will be
relatively straightforward and sketch a high-level overview
of how we intend to run-time check fractional permissions.
Currently, Gradual C0 checks heap locations dynamically
by maintaining a shadow heap with valid heap locations.
We will modify the shadow heap to also keep track of the
permission amounts to each heap location. To check sep-
aration of heap locations, Gradual C0 adds heap locations
one at a time to a new shadow heap until the same heap
location is detected. With fractional permissions, we can add
heap locations one at a time to a new shadow heap until the
permission to a location exceeds one.

4 Steps to Concurrency
Static verification of certain concurrent programs is now
possible with our extension for fractional permissions, as
Gradual Viper is able to statically model concurrent pro-
grams using its already existing specification features plus
fractional permissions. In particular, we are able to statically
verify programs with fork-join concurrency. Generally, fork-
join concurrency can be reified as follows:
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tk = fork m(x)

...

r = join tk

The fork statement will execute function m applied to ar-
gument x in parallel, returning a token tk which can later
be used to join m, assigning to r the return value of m(x) and
resuming sequential execution. Modeling fork-join concur-
rency can be done by tweaking verification of method calls.
Normally, symbolic execution of a method call in Gradual
Viper will first consume its precondition, which checks that
the precondition is upheld and removes any heap chunks that
the precondition mentions from the symbolic heaps. Then,
it will produce its postcondition, which adds the constraints
from the postcondition to the path conditions and adds any
heap chunks that the postcondition specifies into the sym-
bolic heap. With a forked method call, its precondition still
needs to be consumed when it is forked, but we must delay
producing its postcondition until it is finally joined.

To model this, we use recursive abstract predicates [7], orig-
inally meant for specifying recursive heap data structures.
For example, specifying the acyclicity of a linked list can be
done with a recursive predicate:
predicate acyclic(Node *node) =

node == NULL ? true :

acc(node ->data) && acc(node ->next)

&& acyclic(node ->next);

Importantly, predicates must be manually unrolled by
unfold and fold statements due to the difficulty of fully
unrolling them statically. Each unfold statement replaces
a predicate with a copy of its body by consuming the predi-
cate and producing the body. The fold statement does the
inverse by consuming the predicate body and producing
the predicate. Then, delaying producing the postcondition
of a function can be done by replacing the precondition of
the function with a predicate that contains the body of the
original precondition. Forking the method then becomes
a fold on the predicate to ensure the precondition is con-
sumed. Then, joining the resulting token is replaced with
calling the method, which will consume the predicate and
produce the postcondition. Figure 4 shows this translation
in pseudo-code.

Using this methodology with fractional permissions (spec-
ifying them in m’s pre- and postcondition) then allows us
to statically verify programs using fork-join concurrency
which simultaneously read the same heap location. By using
this, we have written benchmarks in Gradual Viper such as a
concurrent binary tree traversal and a parallel lambda-term
substitution [3]. Note that this translation method results
in a sequential program. This is fine for static checking, but
gradual verification requires dynamic checking as well. So,
while our fractional permission design supports the gradual
verification of fractional permissions in sequential programs
and the optimistic static verification of concurrent programs,

Listing 1. Original
int m(x)

requires 𝜙

ensures ...
{...}

int main()
{

tk = fork m(x)
...
r = join tk

}

Listing 2. Translated
predicate m_pre(x) = 𝜙

int m(x)
requires m_pre(x)
ensures ...

{...}

int main() {
fold m_pre(x)
...
r = m(x)

}

Figure 4.Modeling Fork-Join with Predicates

more work must be done to support dynamic checking (and
thus the full gradual verification) of concurrent programs.
This is left to future work.

5 Conclusion
This paper discusses an extension of Gradual C0 for frac-
tional permissions, enabling it to distinguish between read
and write behavior. This work is also an important step to-
wards gradual verification of concurrent programs. As stated
in section 3, we plan to formally prove the soundness of our
design and its adherence to gradual properties [11, 12], and
then change Gradual C0’s frontend syntax, type-checking,
and embedding algorithm for run-time checks to support
fractional permissions.
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